utilization permit key comprises a copy pe, 
digital data if said utilization permit ke; 
permit key.***- 





y, and transferring said 
S a transfer utilization 



-24. The method of claim 23, wh^fein a digital signature is attached 
to said digital data.— ^ ' 



^-25. The method of claim 23, wherein at least one of a copyright 
control program for controlling copyrights of said digital data, copyright 
information about copyrights of said d^|d)data and a copyright control 
message in using said digital data y£ used in addition to each of said permit 
keys.^ 




-26. The method of claim 24, 
control program for controlling co£ 
information about copyrights of 
message in using said digital d 
keys.- 




at least one of a copyright 
of said digital data, copyright 
data and a copyright control 
in addition to each of said permit 



-27. The method of claim 25, wherein said copyright information is 
stored together with said digital datap^ch time said digital data is stored, said 
copyright information is copiea together with said digital data each time said 
digital data is copied, and said j^opyrignt information is transferred together 
with said digital data each time when said digital data transferred.-- 

ca28. The method of claim 25, wherehi history information for edit of 
said digital data is added to said copyrightjrrformation in case said digital data 
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is edited, history information for copy of said^igital data is added to said 
copyright information in case said digital/aa|a ispopied, and history 
information for transfer of said digital/data ik"3tfded to said copyright 
information in case said digital data is transferred. 




—29. The method of claim 26, wherein history information icfc edit of 
said digital data is added to said copyright information in case said/aigital data 
is edited, history information for copy of said digital data is add^a to said 
copyright information in case said digital data is copied, ancLlustory 
information for transfer of said digital data is added to sa^a copyright 
information in case said digital data is transferred. 

-30. The method of claim 23, wherein sai^ display permit key, said 
(J edit permit key, said storage permit key, said coyly permit key and said transfer 
permit key are encrypted.-- 

-31. The method of claim 24, Whefein said display permit key, said 
edit permit key, said storage permit kjey/said copy permit key and said transfer 
permit key are encrypted.- 

-32. The method of claim/25, wherein said display permit key, said 
edit permit key, said storage penrrit key, said copy permit key and said transfer 
permit key are encrypted.- 

—33. The method fi claim 26, wherein said display permit key, said 
edit permit key, said storage permit key, said copy permit key and said transfer 
permit key are encrypted.— 
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-34. The method of claim 27, whej^Jrrsaid display permit key, said 
edit permit key, said storage permit key y k£id_gpp^ permit key and said transfer 
permit key are encrypted.— 



£>-35. The method of claim 25, wherein said encrypted digital data is 
decrypted by said copyright control progr^mQ 



-36. The method of claim 25, wherein said copyright control program 
is encrypted.— 

-37. The method of claim 26, wherein^aid copyright control program 
is encrypted.— 

-38. The method of claim 27^/(vherein said copyright control program 
is encrypted.— 




-39. The method of 9laim 28, wherein said copyright control program 
is encrypted — 

--40. The met^d of claim 29, wherein said copyright control program 
is encrypted.- 



The method of claim 25, wherein at least one of said copyright 
control program, said copyright inforn^o^ and said copyright control 
message is supplied together with^aid utilization permit key.=^ 
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--42. The method of claim 26, wherein at leas^^fne of said copyright 
control program, said copyright information ancj/^aid copyright control 
message is supplied together with said jrfmi^ation permit key.-- 

-43. The 'method of claip?r^7, wherein at least one of said copyright 
control program, said copyright information and said copyright control 
message is supplied together with said utilization permit key.— 



«*-44. The method of claim 28, wherein/at least one of said copyright 
control program, said copyright informati^ln^ said copyright control 
message is supplied together with said/utilization permit key.~=^ 




--45. The method claim 29, whereip/at least one of said copyright 
control program, said copyright information and said copyright control 
message is supplied together witfygaid utilization permit key.-- 

--46. The method of claim 30, wherein at least one of said copyright 
control program, said copyright information and said copyright control 
message is supplied together with said utilization permit key, further.— 



e^47. The method of claim 25, wherein at le*fst one of said copyright 
control program, said copyright information anja said copyright control 
message is supplied together with said encrvpted digital data from the 
database; and / P) 

said utilization permit key is supplied from said key control center.** 
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--48. The method of claim 26, wherein at least one o^said copyright 
control program, said copyright information and said copyright control 
message is supplied together with said encrypted diratal data from the 
database; and 

said utilization permit key is suf>nHed from said key control center. 




--49. The method of clabft 27, wherguT at least one of said copyright 
control program, said copyright information and said copyright control 
message is supplied tog^mer with said encrypted digital data from the 
database; and 

said utiHz&tion permit key is supplied from said key control center. 

^0. The method of claim 28, whereiiyat least one of said copyright 
control program, said copyright information and said copyright control 
message is supplied together with said jgncrypted digital data from the 
database; and / f3 

said utilization permit key is supplied from said key control centers 



--51. The method of claim 29, wherein at least one of said copyright 
control program, said copyright information and saijj :opyright control 
message is supplied together with said enciypte^digital data from the 
database; and 

said utilization permit key is Supplied f/om said key control center. 



-52. The method of ckim 30, wherein at least one of said copyright 
control program, said copyright information and said copyright control 
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message is supplied together with said encrypted digital data from the 
database, and 

said utilization permit key is sup^feecTfrom said key control center. 



/>53. The method of claim 25, wherein a /art of said at least one of 
said copyright control program, said copyright information and said copyright 
control message is supplied together with the digital data encrypted from the 
database; and / 

the other part of said at least <me of said copyright control program, said 
copyright information or said copyright control message is supplied together 
with said utilization permit kev4rom said key control centers 

-54. The method of claim 26, wherein a part of said at least one of 
said copyright control program,Wid copyright information and said copyright 
control message is supplied together with the digital data encrypted from the 
database; and 

the other part of said at least oAe of said copyright control program, said 
copyright information or said copyrigh\con^t«tes^age is supplied together 
with said utilization permit key from saia key control center.— 



-55. The method of claim 27, ^herem a pa*fof said at least one of 
said copyright control program, said copyright information and said copyright 
control message is supplied together with the digital data encrypted from the 
database; and 

the other part of said at least one of said copyright control program, said 
copyright information or said copyright control message is supplied together 
with said utilization permit key from said key control center.— 
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*-56. The method of claim 28, wherein a part of'said at least one of 
said copyright control program, said copyright in^drmation and said copyright 
control message is supplied together with tl^aigital data encrypted from the 
database; and / 

the other part of said at leasjf6ne of said copyright control program, said 
copyright information or saidxfopyright control message is supplied together 
with said utilization perprut key from said key control center.-*- 

--57. The method of clahn 29, wherein a part of said at least one of * 
said copyright control program, said copyright information and said copyright 
control message is supplied togethejr with the digital data encrypted from the 
database; and 

the other part of said at least oite of said copyright control program, said 
copyright information or said copyrigh^ontrol message is supplied together 
with said utilization permit key from saiti key control center.-- 



-58. The method of claim 30\wherkin ^tfart of said at least one of 
said copyright control program, said copyright information and said copyright 
control message is supplied together with the\digital data encrypted from the 
database; and 

the other part of said at least one of said cbpyright control program, said 
copyright information or said copyright control message is supplied together 
with said utilization permit key from said key control center.— 



*-59. A method for controlling copyrights of digital data comprising 
the steps of: 
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supplying encrypted digital data from a database to a/user; 
supplying a utilization permit key including a cryrAey for said digital 
data from a key control center to said user, said ufflizauon permit key 
comprising a, leas, one of a display permit key for /playing said digital data, 
an edit permit key for edidng said digital data, a/orage permit key for storing 
sad d,gi.a. data, a copy permit key for copyinXd digital data and a transfer 
pernut key for transferring said digital data/ Q 

displaying said digital data if said Ration permit key comprises a 
d.splay permit key, editing said digita/ata if said utilization permit key 
comprises an edit permit key, storin/said digital data if said utilization 
permit key comprises a storage p/mit key, copying said digital data if said 
uhhzation permit key compris/ a copy permit key, transferring said digital 
data if said utilization permj/ key comprises a transfer permit key; 

decrypting said dig/al data encrypted when said digital data is 
displayed, decrypting said digital data when said digital data is edited; 

encrypting sajcf digital data again when said digital data is stored 
encrypting said digital data again when said digital data is copied, encrypting 
if^ d _ d ^lda^again when said digital data is transferred. 




-«0. The method of claim 59, ^ - di gilal s|gnature b 
to said digital data.- ^V""^ 



*>1. The method^a^wter^east one of a copyriihf 
control program for controlling copyrighted digital data, copyright 
^formation about copyrights of said ^TJdL and a copyright control 
message in using said digital data^sed in addition to each of said permit 
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-62. The method of clahA 60, wherein at least one of a copyright 
control program for controlling copyrights of said digital data, copyright 
information about copyrights of said digital data and a copyright control 
message in using said digital data is \sed in addition to each of said permit 
keys.— 




-63. The method of claim 6lAwhWein^am copyright information is 
stored with said digital data each time whemsaid digital date is stored, said 
copyright information is transferred together with said digital data each time 
said digital data is copied, and said copyright information is transferred 
together with said digital data each time when sa|d digital data is transferred.-- 

W>4. The method of claim 61, wherein htefbry information for edit of 
said digital data is added to said copyright information in case said digital data 
is edited, history information for copy of ^md digital data is added to said 
copyright information in case said digital cjatj) is copied, and history 
information for transfer of said digital data is added to said copyright 
information in case said digital data is transferred.*^ 



—65. The method of claim 63; Wherein history information for edit of 
said digital data is added to said copyright information in case said digital data 
is edited, history information for copy orsaia digital data is added to said 
copyright information in case said digital data is copied, and history 
information for transfer of said digital d^aj&idded to said copyright 
information in case said digital data is transferred.— 
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-66. The method of claim 59, ^herein said display permit key, said 
permit key, said storage permit key, said copy permit key and said transfer 
permit key are encrypted.— 

—67. The method of claim 60, ^herein said display permit key, said 



edit permit key, said storage permit key 
permit key are encrypted.— 



permit key are encrypted.- 

-69. The method of claim 62, 
storage permit key, said copy permit 
encrypted.— 



said copy permit key and said transfer 



-68. The method of claim &i, \ therein said display permit key, said 
edit permit key, said storage penrat ke j, said copy permit key and said transfer 



wherein said display permit key, said 
ey and said transfer permit key are 



-70. The method of claim 64, 



wherein said display permit key, said 



edit permit key, said storage permit key, said copy permit key and said transfer 
permit key are encrypted.— 



»~71. The method of claim 66, wherein said encrypted digital data is 
decrypted by said copyright control program and also said decrypted digital 
data is encrypted again.*-- s Q 



-72. The method of claim 61, whp^in said copyright control program 
is encrypted.— 
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-73. The method of claim 63,\wherein said copyright control program 
is encrypted.— 

-74. The method of claim 64, ^herein said copyright control program 
is encrypted.- 




copyright control program 



—75. The method of claim 
is encrypted — 



-76. .The method of claim 71, wherein said copyright control program 
is encrypted.— 

^ +-77. The method of claim 61, whereip^at least one of said copyright 

J control program, said copyright information] |in)i said copyright control 
message are supplied together with said utilization permit key.^ 



-78. The method of claim 63, wherein at least one of said copyright 
control program, said copyright information and said copyright control 
message are supplied together with saicTutilization permit key.- 

—79. The method of claim 64, wftei^in at least one of said copyright 
control program, said copyright information and said copyright control 
message are supplied together with s^id*u^ilization permit key.— 

v-80. The method of claim 66, wherein^: least one of said copyright 
control program, said copyright infonria^^hd said copyright control 
message are supplied together with smd utilization permit key.**- 
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-81. The method of claim 71, wLein at least 
control program, said copyright inform^oTand 
message are supplied together with sail 



one of said copyright 
said copyright control 
ization permit key.- 




-82. The method of claim 72, whereat least one of said copyright 
control program, said copyright information^ said copyright control 
message are supplied together with said utii 



ion permit key. 



•-83. The method of claim 61, wherein 



east one of said copyright 
control program, said copyright information/^, said copyright contro. 
message are supplied together with saidZrypted digital data from the 
database; and / jj) 



^utilization permit ke/ls sup plied from said key 



control center.* 



-84. The method of claim 6S, wherein at least 



one of said copyright 



control program, said copyright infoUation and said copyright control 
message are supplied together with sa\i encrypted digital data from the 

database; and 

said utilization permit key is su np^d from said key contro! center. 



The method of claim H Uel»m atje.se one of said copyright 
control program, said copyright inform^ot^ said copyright contro. 
message are supplied together with said envied digital data from the 

database; and 



said utilization permit key is supplied f\om said key 



control center. 
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r-86. The method of claim 66, wherein a( least one of said copyright 
control program, said copyright information/and said copyright control 
message are supplied together with said efncrypted digital data from the 
database; and / 0 

said utilization permit key id supplied from said key control center.- 

-87. The method of claim frl, wherein at least one of said copyright 
control program, said copyright information and said copyright control 
message are supplied together with said encrypted digital data from the 
database; and 

said utilization permit key is supV^jed-frcfcm said key control center.r- 

\ / 
-88. The method of claim 7% wherein at l^ast one of said copyright 

control program, said copyright infoAriatipi^alid said copyright control 

message are supplied together with said enc^pted digital data from the 

database; and 

said utilization permit key is supplied fr&m said key control center.— 



vt-89. The method of claim 61, wherein a parr of said at least one of 
said copyright control program, said copyright iwormation and said copyright 
control message is supplied together with the digital data encrypted from the 
database; and / D ■ 

■'' the other part of said at least one of said copyright control program, said 
copyright information and said oapyright control message is supplied together 
with said utilization permit l$ey from said key control center.^ 
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-90. The method of claim 63, whereih a part of said at least one of 
said copyright control program, said copyright information and said copyright 
control message is supplied together with the dij^l data encrypted from the 
database; and 

the other part of said at least one of said copyftgKf control program, said 
copyright information and said copyright control message is supplied together 
with said utilization permit key from said key control center.-- 

—91. The method claim 64, wherein a part of said at least one of 
said copyright control program>said copyright information and said copyright 
control message is supplied together with the digital data encrypted from the 
database; and 

the other part of said at least/one of^aid copyright control program, said 
copyright information and said copyright coWol message is supplied together 
with said utilization permit key from said key control center.-- 

*^92. The method of claim 66, wherein a p^rt of said at least one of 
said copyright control program, said copyright information and said copyright, 
control message is supplied together wittytne digital data encrypted from the 
database; and / 

the other part of said at leasj/one of said copyright control program, said 
copyright information and said/copyright control message is supplied together 
with said utilization permit/key from said key control center.*- 



-93. The method of claim 7 
said copyright control program, said 
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control message is supplied together with the digital data encrypted from the 
database; and 

the other part of sa&L at least one of said copyright control program, said 
copyright information and said copyright control message is supplied together 
with said utilization permit key horn said key control center.-- 



-94. The method of claim 72, \tfherein a part of said at least one of 
said copyright control program, said copyright information and said copyright 
control message is supplied together witiK, thedigital d#a encrypted from the 
database; and 

the other part of said at least one of said copWght control program, said 
copyright information and said copyright control mes$age is supplied together 
with said utilization permit key from said keycontn^ — — 
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